Chanter 2
IP Address and Subnet



IP Address

e An IP address is an address used to uniquely identify a device on an IP network. The
address is made up of 32 binary bits

e |P consists of network portion and host portion.

e The 32 binary bits are broken into four octets (1 octet = 8 bits). Each octet is converted to
decimal and separated by a period (dot).

e For this reason, an IP address is said to be expressed in dotted decimal format (for
example, 172.16.81.100). The value in each octet ranges from 0 to 255 decimal, or
00000000 - 11111111 binary.

e IP address is consists of two portion Net:Host
0 Net—> Network address
0 Host—> Host address in specific network

Here is how binary octets convert to decimal: The right most bit, or least significant bit, of
an octet holds a value of 2°. The bit just to the left of that holds a value of 2. This continues
until the left-most bit, or most significant bit, which holds a value of 2”. So if all binary bits are a
one, the decimal equivalent would be 255 as shown here:

1 1 1 11111
128 64 32 16 8 4 2 1 (128+64+32+16+8+4+2+1=255)

Here is a sample octet conversion when not all of the bits are set to 1.

O 1000001
064000001 (0+64+0+0+0+0+0+1=65)

And this is sample shows an IP address represented in both binary and decimal.

10. 1. 23. 19 (decimal)
00001010.00000001.00010111.00010011 (binary)



Classful InterDomain Routing

IP address is divided into classes depending on net and host as shown in following figure:
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Exparimental

In a Class A address, the first octet is the network portion, so the Class A example in
Figure 1 has a major network address of 1.0.0.0 - 127.255.255.255. Octets 2, 3, and 4 (the
next 24 bits) are for the network manager to divide into subnets and hosts as he/she sees
fit. Class A addresses are used for networks that have more than 65,536 hosts (actually, up
to 16777214 hosts!).

In a Class B address, the first two octets are the network portion, so the Class B example
in Figure 1 has a major network address of 128.0.0.0 - 191.255.255.255. Octets 3 and 4
(16 bits) are for local subnets and hosts. Class B addresses are used for networks that have
between 256 and 65534 hosts.

In a Class C address, the first three octets are the network portion. The Class C example in
Figure 1 has a major network address of 192.0.0.0 - 233.255.255.255. Octet 4 (8 bits) is
for local subnets and hosts - perfect for networks with less than 254 hosts.

Address Range Supports
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1.0.0.1to

Class A 196,255 255 954 Supports 16 million hosts on each of 127 networks.
128.1.0.1 to

Class B 191,255 255 254 Supports 65,000 hosts on each of 16,000 networks.
192.0.1.1 to -

Class C 993 955 954 954 Supports 254 hosts on each of 2 million networks.
224.0.0.0 to .

Class D 239 955 255 255 Reserved for multicast groups.

Class E 240.0.0.0 to Reserved for future use, or Research and Development
254.255.255.254 Purposes.

Ranges 127.x.x.x are reserved for loopback or localhost, for example, 127.0.0.1 is the common
loopback address. Range 255.255.255.255 broadcasts to all hosts on the local network.

Private IP addresses

The Internet Assigned Numbers Authority (IANA) has reserved the following three blocks of
the IP address space for private internets (local networks):

10.0.0.0 - 10.255.255.255
172.16.0.0 - 172.31.255.255
192.168.0.0 - 192.168.255.255

Also, IP addresses in the range of 169.254.0.0 -169.254.255.255 are reserved for Automatic
Private IP Addressing.

These IP's should not be used on the Internet.

| usually use 192.168.0.1, 192.168.0.2, etc. and a subnet mask of 255.255.255.0 when assigning
static IP addresses to computers on a small Local Area Networks (LANSs). If a DHCP server is
also on the LAN it's scope (range of IP addresses that it can assign to computers on the LAN set
to obtain their IP addresses automatically) should be adjusted so it does not interfere with locally
assigned static IP addresses.
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Special IP

The IP 127.0.0.1 = used to refer to local host

Network Masks

A network mask helps you know which portion of the address identifies the network and which
portion of the address identifies the node. Class A, B, and C networks have default masks, also
known as natural masks, as shown here:

Net—=>255 Host=>0

Class A: 255.0.0.0
Class B: 255.255.0.0
Class C: 255.255_.255.0

An IP address on a Class A network that has not been subnetted would have an address/mask
pair similar to: 8.20.15.1 255.0.0.0. To see how the mask helps you identify the network and
node parts of the address, convert the address and mask to binary numbers.

8.20.15.1
255.0.0.0

00001000.00010100.00001111.00000001
11111111.00000000.00000000.00000000

Once you have the address and the mask represented in binary, then identifying the network and
host ID is easier. Any address bits which have corresponding mask bits set to 1 represent the
network ID. Any address bits that have corresponding mask bits set to O represent the node ID.

8.20.15.1
255.0.0.0

00001000.00010100.00001111.00000001
11111111.00000000.00000000.00000000

netid = 00001000 = 8
hostid = 00010100.00001111.00000001 = 20.15.1



Broadcast IP

Broadcast IP refer to all host in specific Net

Host->255

Q1) Forthe IP 192.168.1.10 Find
Class, Mask, Net, Host, Broadcast

Class=> C - N.N.N.H
Mask= 255.255.255.0
Net= 192.168.1.0

Host= 10

Broadcast= 192.168.1.255

Q2) Forthe IP  20.16.1.10 Find
Class, Mask, Net, Host, Broadcast

Class> A - N.H.H.H
Mask= 255.0.0.0

Net= 10.0.0.0

Host= 16.1.10

Broadcast= 20.255.255.255

Subnetting

e Subnetting allows you to create multiple logical networks that exist within a single Class
A, B, or C network.

e If you do not subnet, you are only able to use one network from your Class A, B, or C
network, which is unrealistic.

In order to subnet a network, extend the natural mask using some of the bits from the host
ID portion of the address to create a subnetwork ID.



Useful Information

000000000 00000100~>4 00100000~>32
00000001~>1 000010008 01000000~>64
00000010~>2 00010000~>16 10000000->128
And
10000000->128 11110000->240
11000000->192 11111000->248
11100000>224 11111100>252

For example, given a Class C network of 204.17.5.0 which has a natural mask of 255.255.255.0,
you can create subnets in this manner:

204.17.5.0- 11001100.00010001.00000101.00000000
255.255.255.224 - 11111111.11111111.11111111.11100000

By extending the mask to be 255.255.255.224,

you have taken three bits (indicated by "sub™) from the original host portion of the address
and used them to make subnets.

With these three bits, it is possible to create eight subnets.

With the remaining five host ID bits, each subnet can have up to 32 host addresses, 30 of
which can actually be assigned to a device since host ids of all zeros or all ones are not
allowed (it is very important to remember this). So, with this in mind, these subnets have
been created.

204.17.5.0 255.255.255.224  host address range 1 to 30
204.17.5.32 255.255.255.224  host address range 33 to 62
204.17.5.64 255.255.255.224 host address range 65 to 94
204.17.5.96 255.255.255.224 host address range 97 to 126
204.17.5.128 255.255.255.224 host address range 129 to 158
204.17.5.160 255.255.255.224 host address range 161 to 190
204.17.5.192 255.255.255.224 host address range 193 to 222
204.17.5.224 255.255.255.224 host address range 225 to 254

Note: There are two ways to denote these masks. First, since you are using three bits more than
the "natural” Class C mask, you can denote these addresses as having a 3-bit subnet mask. Or,
secondly, the mask of 255.255.255.224 can also be denoted as /27 as there are 27 bits that are set



in the mask. This second method is used with CIDR. Using this method, one of these networks
can be described with the notation prefix/length. For example, 204.17.5.32/27 denotes the
network 204.17.5.32 255.255.255.224. When appropriate the prefix/length notation is used to
denote the mask throughout the rest of this document.
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