Group A

Q 1/ What will happen if your computer gets hacked?

e Hides programs

e Generates unwanted traffic

e Sends illegal software

e Steals personal data

e Records keystrokes (passwords)

Given:

. Plain text : "DE"
. Key:
ky —' B!
k2 = mamamymsmemym; (a transposition rule)

Step 1: Convert Plain Text to Binary

Each character in the plain text is converted into its ASCII binary representation:

D: ASCII value = 68 - Binary = 1000100
E: ASCIl value = 69 - Binary = 1000101

Step 2: Convert Key k; =’ B’ to Binary

The key k; =' B’ has an ASCII value of 66 - Binary = 1000010.




Step 3: Apply XOR Operation (E,El))

Perform XOR between the plain text and the key k1 for each bit:
For D (1000100):

1000100 & 1000010 = 0000110
For E (1000101):

1000101 ¢ 1000010 = 0000111
After XOR, the intermediate result is:

Intermediate cipher (binary) = 0000110 0000111

Step 4: Apply Transposition Rule (E,?))

The transposition rule k2 = mymsmegm;m;mams3 rearranges the bits of each 7-bit block as follows:
Take the 4th, 5th, 6th, 7th, 1st, 2nd, and 3rd bits in that order.

For 0000110:
Original: 0000110
Rearranged: 0110000

For 0000111:

Original: 0000111
Rearranged: 0111000

After transposition, the final cipher text (in binary) is:

Cipher text (binary) = 0110000 0111000

Step 5: Convert Back to Characters

Convert the binary cipher text back to ASCII characters:

0110000: Binary = 0110000 - Decimal = 48 - Character = ()
0111000: Binary = 0111000 - Decimal = 56 - Character = '8’




Group A

Q1 / State the Cautions when using Social Network

1.

2.

8.

9.

Privacy Concerns

Cybersecurity Risks

. Misinformation and Fake News

. Online Harassment and Cyberbullying
. Addiction and Time Management

. Reputation Management

. Data Collection and Targeted Advertising

Legal and Ethical Considerations

Social Engineering Attacks

10. Impact on Relationships



Q2 / Encrypt the message “Hello Bob” By using Palyfair cipher if you have Key = “OCCURRENCE”

Solve :

1. zlisell e 8))Sall byl dll;l
OCCURRENCE - OCUREN
2. :("J" eliiiwl) dazll gyl 8L dslal
dyigiall g2l A, B, D, F, G, H,I,K,L,M,P,QS,TV,WXY,Z
3. dgyiell gyl go zlinel) 81y,8)l 6,2Vl zed
OCUREN + A, B, D,F, G, H,I,K,L,M,P,Q,S, T,V,W, X, Y, Z
4. aay s 5x5 aSudll ¢ )s




2 yall yadll dlac] 12 dglnzll
: yaiuinill ojugzil "Hello bob" ga z) rall Laill
1. MHELLO BOB" :5,uS <éy> I 6,5Vl gaaz Jig=s
2. M smgn V. dladl oda b (a2 13]) 1" 5 "I Jlogiwl
3. :(Digraphs) as,> zlg;l oJl paill apwss
pai wdyll yuai e Sgini dzgill LS 3] X" lagiy.
capai Lays 8ymVl sac oIS 13] X" dlaill s.
"HELLO BOB" :ay jall Laill
auuiill: HE LL OB OB
8,5 zlg;Vl Jyasi: HE LX LO BO BX

HE, LX, LO, BO, BX :aslgill zlg;VI

8y8.:510l 2lg)Vl 2od :4 3ozl

LC, 1Z, GE, NU, IU :5,8.:1all zlg3Vl 20

LCIZGENUIU :5,é.10)] @l |




Q3/ Draw the sub key generation key algorithm in DES?

Input: 64-bit Key
!
Remove Parity Bits (8 bits ignored)
!
56-bit Key
!
PC-1 Permutation (Split into Co and Do)

Round 1: Left Shift (1 or 2 bits)
l

O I e ——

|
PC-2 Permutation (Compression) |
L |
Subkey K, (48 bits) |
|

Repeat for 16 Rounds ———————————
!

Output: 16 Subkeys (Ki, Kz, ..., Kig)



Group C
Q1/ Explain the Trapdoors :

Trapdoors are hidden methods that allow bypassing security measures, often secretly
embedded for legitimate (e.g., maintenance) or malicious (e.g., unauthorized access) purposes.
They pose significant security risks if discovered.

Q2 / Find the Cipher text for the plain text "VERN" using the key ='76 48 16 82 ', and Vernam
cipher algorithm.

Step 1: Convert plaintext "VERN" to ASCII binary
Each character in "WVERN" is converted to its 8-bit ASCII binary

representation:

V=86~
E=69 >
R=82->
N=78->

So, the binary representation of "VERN" is:

01016116 9180101 eleleele elevllle




Step 2: Convert the key '76 48 16 82' to binary

Each number in the key is converted to its 8-bit binary

representation:

76 >
48 -
16 >
82 -

So, the binary representation of the key is:

01061160 01106060 66016606 8leleele




Step 3: Perform XOR operation between
plaintext and key

We perform a bitwise XOR operation between the binary

plaintext and the binary key.
For V (01010110) XOR 76 (01001100):

elelelie
XOR @leellee

= @00llele

For E (01000101) XOR 48 (00110000):

@leeelel
XOR ©elleeee

elllelel




For R (01010010) XOR 16 (00010000):

@leleele
XOR ©oeleeoe

= 016000010

For N (01001110) XOR 82 (01010010):

eleellile
XOR eleleele

= 00011100

00011010 01110101 01000010 00011100



Q3/ state the difference between block cipher and stream cipher .
e Block Cipher : Encrypts fixed-size blocks of data (e.g., 64 or 128 bits) at a time.
e Stream Cipher : Encrypts data one bit or byte at a time using a keystream.

Key Difference : Block ciphers work on chunks, stream ciphers work on continuous data flow.

Group D

Q1/ State the Types of service problems

1. Availability Problems

2. Quality Problems

3. Responsiveness Problems

4. Communication Problems

5. Accessibility Problems

6. Reliability Problems

7. Customization Problems

8. Billing and Pricing Problems
9. Technical Problems

10. Customer Service Problems
11. Security and Privacy Problems
12. Cultural or Language Barriers

13. Post-Service Problems



Q2/ Find the cipher text for the Plain text = “CDA” , by using the hill cipher algor



