
Group A 

 

Q 1/ What will happen if your computer gets hacked? 

• Hides programs   

• Generates unwanted traffic  

• Sends illegal software    

• Steals personal data   

• Records keystrokes (passwords) 

Q2/  

 

 

 

 



 

 

 

 

 



 Group A 

Q1 / State the Cautions when using Social Network 

1. Privacy Concerns 

2. Cybersecurity Risks 

3. Misinformation and Fake News 

4. Online Harassment and Cyberbullying 

5. Addiction and Time Management 

6. Reputation Management 

7. Data Collection and Targeted Advertising 

8. Legal and Ethical Considerations 

9. Social Engineering Attacks 

10. Impact on Relationships 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Q2 /  Encrypt the message “Hello Bob” By using Palyfair cipher if you have Key = “OCCURRENCE” 

 

Solve : 

 

 

 

 



 

 

 

 

 

 

 



Q3/ Draw the sub key generation key algorithm in DES? 

 

 

 

 

 

 



Group C  

Q1/ Explain the Trapdoors : 

Trapdoors are hidden methods that allow bypassing security measures, often secretly 

embedded for legitimate (e.g., maintenance) or malicious (e.g., unauthorized access) purposes. 

They pose significant security risks if discovered. 

 

Q2 / Find the Cipher text for the plain text "VERN" using the key = ' 76 48 16 82 ' , and Vernam 

cipher algorithm. 

 

 

 

 



 

 

 



 

 

 

  

 

 



  

 

 

 

 

 

 00011010     01110101    01000010    00011100 

 

 

 

 

 

 

 



Q3/ state the difference between block cipher and stream cipher . 

• Block Cipher : Encrypts fixed-size blocks of data (e.g., 64 or 128 bits) at a time. 

• Stream Cipher : Encrypts data one bit or byte at a time using a keystream. 

Key Difference : Block ciphers work on chunks, stream ciphers work on continuous data flow. 

 

Group D  

 

Q1/ State the Types of service problems 

1. Availability Problems 

2. Quality Problems 

3. Responsiveness Problems 

4. Communication Problems 

5. Accessibility Problems 

6. Reliability Problems 

7. Customization Problems 

8. Billing and Pricing Problems 

9. Technical Problems 

10. Customer Service Problems 

11. Security and Privacy Problems 

12. Cultural or Language Barriers 

13. Post-Service Problems 

 

 

 

 

 



 

Q2/ Find the cipher text for the Plain text = “CDA” , by using the hill cipher algor 

 

 

 


