
• Computer Security: Protecting computing systems and their data. 
• Data Security: Safeguarding data from unauthorized changes, destruction, or 

access. 
• Privacy: The right to control personal information shared or received. 
• Integrity: Ensuring data correctness and validity. 
• Data Integrity: Ensuring data remains unchanged and secure. 
• Authentication: Verifying authorized access to systems or processes. 

____________________________________________________________________________________ 
Why is the Computer Security Important?  

• Supports critical business operations. 
• Protects personal and sensitive data. 

____________________________________________________________________________________ 

What will happen if your computer gets hacked? 

• Hides programs 
• Generates unwanted traffic 
• Sends illegal software 
• Steals personal data 
• Records keystrokes (passwords) 

____________________________________________________________________________________ 

Good  Security Standards 

• 10% technical (e.g., lock) 
• 90% user behavior (e.g., remembering to lock the door) 
• Both are needed for effective security. 

____________________________________________________________________________________ 

The Effective Security :- 

1. Understand how to secure computers and data. 
2. Follow good security practices. 
3. Report any unusual activity. 

 
____________________________________________________________________________________ 
The Consequences of security violation:- 

• Loss of employee trust. 
• Risks to personal information security. 
• Loss of business data. 



 
 
 
Information Access Problems: 

• Trapdoor: Unauthorized access points in a system, created by the programmer. 
o Purposes: 

▪ Identify system modifications. 
▪ Access future mistakes. 
▪ Allow post-design access. 

o Causes: 
▪ Programmer forgets to remove them. 
▪ Left for testing or maintenance. 

o Advantages: Useful for system testing. 
o Disadvantages: Can be exploited for unauthorized access. 

____________________________________________________________________________________ 
 

Programs that Leak Information: 

• Covert Channels leak data to unauthorized users. 
• Example: A programmer leaking sensitive data after completing a program.  

____________________________________________________________________________________ 
 
Independent Testing: 

1. Identifies errors accurately. 
2. Ensures proper system function. 
3. Detects hidden security weaknesses. 

 
 
 

 

 


