
Types of Systems: - 

1. Depending on Encryption/Decryption Key: - 

• Symmetric Algorithm: - use one key (which must be secret) for ciphering and 

deciphering, known as One Key Algorithm. 

C=Ek (P) for Encryption 

P=Dk (C) for Decryption 

A Symmetric Algorithm: - use one key for ciphering and another key for 

deciphering, known as Public Key Algorithm. 

C=Ek1 (P) for Encryption 

P-Diz (C) for Decryption 

K1 is Public while K2 is secret. 

2. Depending on Cryptographic Techniques: - 

The second type of system depends on encryption method. 

⚫ Block Ciphers: - 

• Stream Ciphers: - 

Block Ciphers: 

Is a type of symmetric encryption which operates on blocks of data (means 

the same key is used for encryption and decryption). 

Operate on blocks (groups of bits) with fixed length. 

A block cipher breaks messages into fixed sized blocks. 

Takes one block (plaintext) at a time and transforms it into another block of 

the same length using a secret key. 

Decryption is performed by applying the reverse transformation to the 

Ciphertext block using the same key. 

 

 

 

 

 

 

 



Because the same key is used, each repeated sequence in Plaintext becomes the 

same repeated sequence in Ciphertext, and this could cause security concerns. 

• Popular block ciphers are (Hill Cipher, Playfair Cipher, DES-Data Encryption 

Standard-, ECB) with using the same key. 

❖ Hill Cipher: - In which the size of each block is 2-character, or more, 

depending on the size of key matrix. In these ciphers, the values of each character 

in the Ciphertext depends on all the values of all characters in the plaintext, and the 

key is made of mxm matrix values, which is considered as a single key. 

❖ Playfair Cipher: - In which the size of each block equal to 2-characters 

only that are encrypted together. 

❖ DES (Data Encryption Standard):- In which each block must be of 64 bits 

only. This method combines between Substitution and Transposition Cipher, where 

the type of encryption is called Product Cipher. 

❖ ECB:- This method has been used by German Submarines (all) in World 

War II through the use of dictionary contains many words and for every 

word there is a certain code that this dictionary will be located on both sides 

sender and receiver. 

Advantages of Block Cipher: - 

1. The possibility of parallel processing for more than one block at the same time. 

 

2. Encryption is quick because all the time implemented n of encryption. 

 

 

 

 

 

 

 

 







 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Block Cipher & Stream Cipher Comparison:- 

1- Processing or encoding plaintext is 
               done as a fixed length block one by 
               one. A block for example could be 
               64 or 128 bits in size. 

Processing or encoding plaintext is 
done bit by bit. The block size here is 
simply one bit. 

2- The same key is used to encrypt 
each of the blocks. 

A different key is used to encrypt each 
of the bits. 

3- Usually more complex and slower in 
operation. 

Usually very simple and much faster. 

4- More secure in most cases. Equally secure if properly designed. 
5- The key to the cipher text 

relationship could be very 
complicated. 

Key is often combined with an 
initialization vector. 

6- An error will affect the 
transformation of all characters in 
the same block. 

An error in the encryption process 
affects only that character, because 
each symbol is separately encoded. 

7- Slowness of encryption, the person 
using a block cipher must wait until 
entire block of plaintext symbols 
has been received before starting 
the encryption process. 

Speed of transformation, because 
each symbol is encrypted without 
regard for any other plain text 
symbols, each symbol is encrypted as 
soon as it is read, so the time required 
to encrypt a symbol depends only on 
the encryption algorithm itself, not on 
the time it takes to receive more 
plaintext. 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 







 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 



 

 

 



 

 

 

 

 

 

 



 

 

 



 

 

 

 

 

 



 

 

 



 

 

 

 

 



 

 



 

 

 



 



 

 

 

 



 

 

 

 

 

 

 

 

 

 


