Types of Systems: -
1. Depending on Encryption/Decryption Key: -

» Symmetric Algorithm: - use one key (which must be secret) for ciphering and
deciphering, known as One Key Algorithm.

C=Ek (P) for Encryption
P=Dk (C) for Decryption

A Symmetric Algorithm: - use one key for ciphering and another key for
deciphering, known as Public Key Algorithm.

C=EK1 (P) for Encryption

P-Diz (C) for Decryption

K1 is Public while K2 is secret.

2. Depending on Cryptographic Techniques: -

The second type of system depends on encryption method.

@ Block Ciphers: -
» Stream Ciphers: -
Block Ciphers:

Is a type of symmetric encryption which operates on blocks of data (means
the same key is used for encryption and decryption).

Operate on blocks (groups of bits) with fixed length.
A block cipher breaks messages into fixed sized blocks.

Takes one block (plaintext) at a time and transforms it into another block of
the same length using a secret key.

Decryption is performed by applying the reverse transformation to the
Ciphertext block using the same key.



Because the same key is used, each repeated sequence in Plaintext becomes the
same repeated sequence in Ciphertext, and this could cause security concerns.

 Popular block ciphers are (Hill Cipher, Playfair Cipher, DES-Data Encryption
Standard-, ECB) with using the same key.

¢ Hill Cipher: - In which the size of each block is 2-character, or more,
depending on the size of key matrix. In these ciphers, the values of each character
in the Ciphertext depends on all the values of all characters in the plaintext, and the
key is made of mxm matrix values, which is considered as a single key.

« Playfair Cipher: - In which the size of each block equal to 2-characters
only that are encrypted together.

+ DES (Data Encryption Standard):- In which each block must be of 64 bits
only. This method combines between Substitution and Transposition Cipher, where
the type of encryption is called Product Cipher.

« ECB:- This method has been used by German Submarines (all) in World
War |l through the use of dictionary contains many words and for every
word there is a certain code that this dictionary will be located on both sides
sender and receiver.

Advantages of Block Cipher: -
1. The possibility of parallel processing for more than one block at the same time.

2. Encryption is quick because all the time implemented n of encryption.



3. Error that occurs in a given block does not affect the other.
Dt e 59 Y o block 8 Juosy Sill sl

4. Each block in the Plaintext is encrypted independently.

Disadvantages of Block Cipher:-
1. The similar blocks in the plaintext also generate similar blocks in the

Ciphertext because all blocks using the same key.

2. Easy addition or deletion can be implemented on blocks.

To solve the problem of block cipher is the development of a new way known as

Cipher Block Chaining Mode (CBC) in which each block depends on the other

by connecting them by (Exclusive OR).

For Ciphering:-  Ci=Ek (Pi@ Ci-1) For Deciphering :- Pi = Ci-1 @ Dk (Ci)

Where :- Ci-1 is the previous ciphered block.

Pi-1 Pi Pi+1

- .

—
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1

Cia Ci Ci+1
CBC Encryption

IV initialization value which is used before first block because no block is found
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IV \ \
s e —D
A 4 A 4 v
Pi-1 Pi Pi+1
CBC Decryption

Advantages of CBC Ciphers:-

1. There is no possibility of addition or deletion.
2. Ending the state of similar blocks that were give us similar Ciphertext.

Disadvantages of CBC Ciphers:-
An error in a particular block for the rest of the blocks will be affected by that

error.
Stream Ciphers:-
o Is the second type of system that depends on cryptographic techniques.

e Stream ciphers belong to the family of symmetric key ciphers.

o Stream ciphers combine Plaintext bits with a cipher bits stream by the use

of XOR (Exclusive-OR) operation.
For ciphering:-  Ci=Exki (Pi) = (Pi® Ki)
- For deciphering:- Dk(Ci) = (Ci® Ki)
= ((Pie Ki) ® Ki)
=Pi



o In this type of ciphering the plaintext is divided into a set of bits that are
corresponded with a set of bits for the Ciphertext, and for each bit there is
a specific key related to it.
P= P1 P2¥eiPn
K= K1 K2 ... Kn
e It is possible to be periodic if reuse the key again after fixed periods, like
Vigenere and Beaufort.
4k ol ;8 3 S 531 850 2liaall Al scl o lod periodic 45,95 35 ol ol Stream Cipher
.Beaufort g Vigenere d ;b ols Jio .5 characters 2 Yio

e It is possible to be not periodic if the key is used once like Running Key
and OTP.

Joi8 835l 550 glisall s willg non periodic 4,8 e 85 ol oSeo Stream Cipher
.OTP s Running Key &ll> Jlio



Block Cipher & Stream Cipher Comparison:-

1-

Processing or encoding plaintextis
done as a fixed length block one by
one. A block for example could be
64 or 128 bits in size.

Processing or encoding plaintext is
done bit by bit. The block size here is
simply one bit.

2- The same key is used to encrypt A different key is used to encrypt each
each of the blocks. of the bits.

3- Usually more complex and slower in | Usually very simple and much faster.
operation.

4- More secure in most cases. Equally secure if properly designed.

5- The key to the cipher text Key is often combined with an
relationship could be very initialization vector.
complicated.

6- An error will affect the An error in the encryption process
transformation of all characters in affects only that character, because
the same block. each symbol is separately encoded.

7- Slowness of encryption, the person | Speed of transformation, because

using a block cipher must wait until
entire block of plaintext symbols
has been received before starting
the encryption process.

each symbol is encrypted without
regard for any other plain text
symbols, each symbol is encrypted as
soon as itis read, so the time required
to encrypt a symbol depends only on
the encryption algorithm itself, not on
the time it takes to receive more
plaintext.




The inputs to the encryption algorithm are a plain text block of length 2w bits
and a key k. The plain text block is divided into two halves, Lo and Ro. The two
halves of the data pass through n rounds of processing and then combine to
produce the cipher text block. Each round I has as inputs (Li-1) and (R—i:), derived
from the previous round, as well as a sub-key (ki) derived from the overall k. In
general the sub-keys (k) are different from k and from each other and are
generated from the key—l;y a sub-key generation algorithms.
_key(k) Lals (2W) Jsbs Plaintext @ .o v o Brle il 403 5|93) Input 0SS
,53Ug Rounds wawd 42,3 ollles IS 50 &> (Lo , Ro) ol 5> Wl Plaintext 8l 523 A
Ciphertext wle Jgoall leo 20 ol 52l o
i, Sub-key oid 35 Ll bl @l 50l oo (Lict s Ri1) o Input g o8& Round JS
olodl key oo @l
oo Badgi iy G lpuiies o diliso Lauls wlodl key o diliso Sub-key a8 s ple JSi
_ Sub-Key Generation Algorithm 4w Sl Aasinb glodl 2lisll



Feistel Cipher Design Elements:-

Block Size:- Larger block sizes mean greater security but reduced

encryption/decryption speed.

Key Size:- Larger key size means greater security but may decrease

encryption/decryption speed. The most common key length in modern

algorithms is 128 bits.

Number of Rounds:- The summary of the Feiste
ple rounds offer increasing

I cipher is that a single

round shows unsuitable security but that multi
security. A typical size is 16 rounds.

Sub-Keys Generation Algorithm
Round Function (F)

There are two other considerations in the design of a Feistel Cipher:

1. Fast software encryption/decryption
2. Ease of Analysis.
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Round 18

Round 16

Input (plnlmc\t)
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Rl)n = LEg | LDy = REq

=,

LD = REy ' RDye=LEg
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Input (ciphertext)



e In each round, the right half of the block, R, goes through unchanged. But
the left half, L, goes through an operation that depends on R and the
encryption key. First, we apply an encrypting function ‘f that takes two
inputs - the key K and R. The function produces the output fr, k. Then we
XOR the output of the mathematical function with L.

e sais didoc N5 ey sudl £330l (Slg Ol ade Juass ¥ o2l 52l ol round JS o8
2liaallg o3l £33l A8 wle
vl oo el e53Jl 5 Sub-key ol go Jola will (round function f) Guks x4 &lady
inputs w5308
walll oo sl ¢330l 2o XOR Joc 2 Al 033 o ol y3all
e In real implementation of the Feistel Cipher, such as DES, instead of using
the whole encryption key during each round, a round-dependent key a
Sub-key is derived from the encryption key. This means that each round
uses a different key, although all these Subkeys are related to the original

key.
Sub-key generation dwj,lss alasiul A oSls key 2o Jolaill s 3w les)l vdgs
volBJl Sub-key ,sS; round JS iy (glodl 2liall (o Sub-key sdsi 2585 il algorithm
5,33 round e Caliso Ly
e The permutation step at the end of each round swaps the modified L and

unmodified R. Therefore, the L for the next round would be R of the

current round. And R for the next round is the output L of the current
round.

YR 5> go L s> diss didec ¢l 2l g o5 round S dlg sic 655 permutation sghs
bl 5,90 L 2 530l das Jios &l 5,950 R elisSg @Sl 6,93 R dasd Jies @il 5,950 L )6
e Above substitution and permutation steps form a ‘round’. The number of

rounds is specified by the algorithm design.

4055l 93| asansi 8y ,b e M) rounds | sse



* Once the last round is completed then the two sub blocks, ‘R’ and ‘L’ are

concatenated in this order to form the cipher-text block.
e Jsonl) sy g0 Lo p 5w sub blocks (LR) ol round 3l elgsl s
.Ciphertext
The difficult part of designing a Feistel Cipher is selection of round function ‘f.

In order to be unbreakable scheme, this function needs to have several

important properties.

Decryption Process
The process of decryption in Feistel cipher is almost similar. Instead of starting
with a block of plaintext, the cipher-text block is fed into the start of the Feistel
structure and then the process thereafter is exactly the same as described in the
given illustration. The process is said to be almost similar and not exactly same.
In the case of decryption, the only difference is that the sub-keys used in
encryption are used in the reverse order.
The final swapping of ‘L’ and ‘R’ in last step of the Feistel Cipher is essential
(primary). If these are not swapped then the resulting cipher-text could not be
decrypted using the same algorithm.
2 2unall ol Il o By Sy il dos) dgilie WIE (58 dio5,lgsll 030 @3 juacull B8
usSan JSit Lgolssiul Ay cus Sub-key slasiul o8 8 38l 3,4l Ciphertext block I
sl b AL o8
Resultant ) izl @illl ol Bas e s 989 pg09 sl sy s il Bgbos —1dasNo
o 5,5l 93l puis plasiul Decipher ) Josi ol oSey 3 (Ciphertext

Number of Rounds

The number of rounds used in a Feistel Cipher depends on desired security from
the system. More number of rounds provides more secure system. But at the

same time, more rounds mean the inefficient slow encryption and decryption

processes.



Encryption Decryption

e Split plaintext block into left and e Ciphertext = (Ln, Rn)
right halves:- Plaintext = (Lo, Ro)

e For each round i=12,..,n e For each round i=n,n-1,..,1

compute:- compute:-

Li=Ri-1 Ri-1=Li

Ri=Li-1D f(Ri-1, Ki) Li-1= Ri & f(Ri-1, Ki)
where fis round function where fis round function
and Ki is a subkey and Ki is a subkey

e Ciphertext = (Ln, Rn) ¢ Plaintext = (Lo, Ro)




Data Encryption Standard (DES):-
The most widely used encryption scheme is defined in the data encryption

standard (DES) adopted in 1977 by US Fedral Standards, which endrypts 64-bit

data using 56-bit key.

The algorithm involves carrying out combinations, substitutions and

permutations between the text to be encrypted and the key, while making sure

the operations can be performed in both directions (for decryption). The

combination of substitutions and permutations is called a product cipher.

Overview:-

STLEN e S GO NI DD

Symmetric Algorithm

Block Cipher
Uses a combination of Substitution and Transpositions (Permutations).

Goes through 16 Cycles (iterations).

The overall processing at each cycle can be summarized in the following
formulas:-

Li=Ri-1

Ri=Li-1 f(Ri-1, Ki)

Plaintext is organized into 64-bit blocks.

Uses a 56-bit Key.
The complex function involves both permutation and substitution

operations. The substitution operation represented as table called "S-

Boxes", simply maps each combination of 48 inputs bits into a particular

32-bit pattern.



DES Ste “Y“
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Plaintext:-




Initial Permutation IP:- is the first step of the data computation.

First the following matrix shows the plaintext represented as blocks of 8-bits,
and these numbers from 1-64 represent the number of bit in the plaintext.

2 3 4 5 6 7 8

9 |20 | 1t (|22 |13 L4 EEE | L6
17 | 18 | 19 | 20 | 21 [:22 ||23 |24
25 | 26 | 27 | 28 | 29 | 30 | 31 | 32
33 | 34|35 |36|37|38]39] 40
41 | 42 | 43 | 44 | 45 | 46 | 47 | 48
49 | 50 | 51 | 52 | 53 | 54 | 55 | 56
57 | 58 |59 | 60 | 61 | 62 | 63 | 64

Firstly, each bit of a block is subject to initial permutation,
represented by the following initial permutation (IP) table:-

which can be

1P|[ sg | s0 |42 |34 |26(18 |10 |2
60 | 52 |44 | 36|28 )| 20|12 |4
62 | 54 | 46 | 38| 30| 22|34 |6
64 | 56 | 48 |40 |32 | 24|26 |8
s7 |49 | 41|33 |28(22 | 2 |1
so | 51|43 |38 |22 |29 |41)3
61 | 53 |45 |37 |22 |20 |23 |5
63 | 55 |4z |39 |31 ]|23]|15 (7

This permutation table shows,
at the 58t bit of the 64-bit block is in first position, the

from top to bottom, th

50t in second position and so on.

when reading the table from left to right then



Division into 32-bit blocks :- Once the initial permutation is completed,
the 64-bit block is divided into two 32-bit blocks, respectively
denoted L and R (for left and right). The initial status of these two blocks is
denoted Lo and Ro:

Lo || s8 | 50 | 42 | 34 | 26 | 18 | 10 | 2
60 | 52 | 44 | 36 | 28 | 20 | 12 | 4

62 | 54 | 46 | 38 | 30 | 22 | 14 | 6

64 | 56 | 48 | 40 | 32 | 24 | 16 | 8

Ro || 57| 49| 41|33 | 250 {Ra78]R9 |t
59 | 51 [a3 |35 27 | F1on| 21 |3

61 | 53 | 45|37 | 29| 21 | 13 |5

63 | 's5 | 47| 397 | 31| 237 15 | 7

It is interesting to note that Lo contains all bits having an even position in the

initial message, whereas Ro contains bits with an odd position.

Rounds :-
The L. and R, blocks are subject to a set of repeated transformations

called rounds, shown in this diagram, and the details of which are given below:









E ion functi
The 32 bits of the Ro block are expanded to 48 bits thanks to a table called

an expansion table (denoted E), in which the 48 bits are mixed together and 16

of them are duplicated:-

(Note that the numbers from 1 to 32 represent the number of blocks in Ro half).

Ro | 1 2 3 | 4
6 7
9 | 10 | 11 |12
13 | 14 | 15 | 16
17 | 18 | 19 | 20
21 [ 220 | F233| 2%
25 | 26 | 27 | 28
29 | 30 | 31 |32

Expansion is done by adding the last column (of the above matrix) and put it
before the first column with a note that is the last value in the column is placed

at the beginning of the column, while the rest of the column values are shifted

down one position.
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Substituti o

Rois then divided into 8 6-bit blocks, denoted Roi. Each of these blocks is
processed by selection functions (sometimes called Substitution
Boxes or Compression Functions S-Boxes), generally denoted Si. The s-boxes
are substitution based on table of 4 rows and 16 columns. Suppose the block Bj
is the six bits (b1, b2, b3, bs, bs, be). Bits b1 and bs take together, from a two-bit
binary number b1 be, having a decimal value from 0 to 3, call this valuer.

Bits b2, b3, bs and bs taken together from a four-bit binary number bzbsbsbs
having a decimal value from 0 to 15 call the value c. The substitution from the S-
Boxes transform each 6-bit block Bj into the 4-bit result show inrowr, column ¢
of section Sj of table.

Example:- Assume S7in a binary is 010011
Thenr=01=1 c=1001=9
The transformation of block B7is found in row 1 and column =(1,9)=3=0011

- o .

e
} =0y }
0

0 1 1

The first and last bits of each Roi determine (in binary value) the line of the
selection function; the other bits (respectively 2, 3, 4 and 5) determine the
columns. As the selection of the line is based on two bits, there are 4 possibilities
(0, 1, 2, 3). As the selection of the column is based on 4 bits, there are 16

possibilities (0 to 15). Thanks to this information, the selection function "selects”

a ciphered value of 4 bits.



Here is the first substitution function, represented by a 4-by-16 table:-

0 1c27314°S 6 77879111011 121304 15
1404 130102 15 11 08 03 10 06 12 05 09 00 07
00 1507 04 1402 1301 1006 12 11 09 05 03 08
04 01 14 08 1306 02 11 15 12 09 07 03 10 05 00
151208 0204 0901 07 05 11 03 14 10 00 06 13

W= Ol

bit 1 bit2 bit3 bit4 bit5 bit6

=o=d-=4- 1--:--*--{--
‘:7-.{...“ .4..;..4 .-.i..

NEEE e

--;-.-;....;---,..9}-" "“'0'4'{..“ {.--to.q --4:.-
3 E g H ” Table‘c . . .

/.:-__e U,Y'L.x“— w_\

R !

bitl bit2 bit3 bit4

Let Ro: equal 101110. The first and last bits give 10, that is, 2 in binary value. The
bits 2, 3 ,4 and 5 give 0111, or 7 in binary value. The result of the selection
function is therefore the value located on line no. 2, in column no. 7. It is the
value 11, or 111 binary. |

Each of the 8 6-bit blocks is passed through the corresponding selection

function, which gives an output of 8 values with 4 bits each.



Here are the other selection functions:-

S0 2T 3= S S6 T 89 10711 12 1371431
0150108 14 06 11 03 04 09 07 02 13 12 00 05 10
1
2
3

03 13 04 07 1502 08 14 12 00 01 10 06 09 11 05

00 14 07 11 10 04 13 01 05 08 12 06 09 03 02 15
13 08 10 01 03 1504 02 11 06 07 12 00 05 14 09

012 3 45 6 7 819 0ERISNaIs
10 00 09 14 06 03 1505 01 13 12 07 11 04 02 08
13 07 00 09 03 04 06 10 02 08 05 14 12 11 15 01
13 06 04 09 08 15 03 00 11 01 02 12 05 10 14 07
01 10 13 00 06 09 08 07 04 15 14 03 11 05 02 12

w N = Ol
w

01 2 3 4 56N 10 11 12 13 14 15

07 13 14 03 00 06 09 10 01 02 08 05 11 12 04 15
1308 11 05 06 15 00 03 04 07 02 12 01 10 14 09
10 06 09 00 12 11 07 13 15 01 03 14 05 02 08 04
03 15 00 06 10 01 13 08 09 04 05 11 12 07 02 14

wm-—-og:

01 2343 3261 g 9 101112131415
02 12 04 01 07 1011060805031513001409
14110212040713010500151003090806
04 02 01 11 101307081509120506030014
11 08 12 07 01 1402130615000910040503

W o - Ol n
o

b




A N O 1011 12 13 14 15
0 [1201 10 15 09 02 06 08 00 13 03 04 14 07 05 11
I |10 15 04 02 07 12 09 05 06 01 13 14 00 11 03 08
2109 14 15 05 02 08 12 03 07 00 04 10 01 13 11 06
3 1040302 1209051510 11 14 01 07 06 00 08 13

5710 1 2 3 4 5 6 7 8 9O I0INIZISHA LS
0104 1102 14 1500 08 13 03 12 09 07 05 10 06 01
1
2
3

1300 11 07 04 09 01 10 14 03 05 12 02 15 08 06
0104 11 13 12 03 07 14 10 15 06 08 00 05 09 02
06 11 13 08 01 04 10 07 09 05 00 15 14 02 03 12

0 1 2 3 4 56 70 SEONIOMTN2N3 1415
1302 08 04 06 15 11 01 10 09 03 14 05 00 12 07
01 151308 1003 07 04 12 05 06 11 00 14 09 02
07 11 04 01 09 12 14 02 00 06 10 13 15 03 05 08
02 01 14 07 04 10 08 13 15 1209 00 03 05 06 11

DT

Each 6-bit block is therefore substituted in a 4-bit block. These bits are

combined to form a 32-bit block.
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10

25

All of these results output from P are subject to an Exclusive OR with the

starting Lo (as shown on the first diagram) to give R1, whereas the

initial Ro gives L;.

Iteration:- All of the previous steps (rounds) are repeated 16 times.

e initial per

At the end of the iterations, the two blocks L1s and Ris are re-joined, then subject

to inverse initial permutation:

40 (8| 48 | 16 | 56 | 24 | 64 | 32
30 (7|47 |15 | 55|23 | 63 | 31
38 (6|46 | 14 | 54 | 22 | 62 | 30
37 (5|45 |13 [ 53 | 21 | 61 | 29
IP-1
36 (4|44 | 12| 52| 20| 60| 28
35 (3|43 |11 | 51|19 | 59 | 27
34 [2|42| 10|50 | 18|58 |26
33 [1[41] 9 |49 | 17 | 57 | 25

The output result is a 64-bit Ciphertext




-

To find the initial permutation:-

Example:- If the plaintext = mohammed

(\.\-'abcdefghl)klmnopqrstuvwxyz
..\\/l 012345678910“1213141516171819202!22232425
{ Using this to convert to binary form :- 128, 64, 32,16,8,4,2, 1
=, |m=12=00001100 1/0 [ 2/0 [ 3/0 | 4/0 | 5/1 | 6/1 [ 7/0 | 8/0
12 1y 1" g .

0=14=00001110 9/0 [10/0(11/0[12/0[13/1|14/1|15/1]16/0
h=7=00000111 17/0118/0(19/0|20/0|21/0|22/1|23/124/1
5 a=0=00000000 25/0126/0(27/0|28/0|29/0 [30/0|31/032/0
m =12 = 00001100 33/0|34/0|35/0|36/0(37/1|38/1|39/0 | 40/0
m =12 = 00001100 41/0(42/0|43/0|44/0|45/1|46/1|47/0|48/0
e=4=00000100 49/0(50/051/0|52/0|53/0|54/1|55/0|56/0
d=3=00000011 57/0(58/0(59/0|60/0|61/0(62/0|63/1|64/1

s | 507 %7 |94 ] 26 [4187]°10 |2,

|| 07| 527 44 | 367 28 |20 [ 12°|° 9

‘ / A I |
@ 62| 54| 45| 387 30| 22 |44 |lg
2 4| 56 | 48| 40 | 327|.24 | 16 | 8/
T

57 | 49 [ 41 [ 33| 25|17 | 9 |1

59 |51 |43 |35 27| 19| 11 |3

i

61 | 53 | 45 | 37 [ 29 | 21 |13 [’s

63 [ 55 | 47 | 39 [ 31 | 23 |'15 | 7




00000000
00000000
01110111
10000100
00000000
00000000
00110011
10000110

IP

S|l |o|loc|lo|m|laclo
SCSlRr|Cc|lo|lco|lr|lo|lo
Sl |oc|c|lo|loclo|o
RISl |lo|rk|m|lo|lo
RO lo|lol=m|lolo
Ol |c|loc|o|r]|c|lo

0|0
0|0
A
L0
0] 0
00
0| o0
10

Given that the DES algorithm presented above is public, security is based on the
complexity of encryption keys.

The algorithm below shows how to obtain, from a 64-bit key (made of any 64
alphanumeric characters), 8 different 48-bit keys each used in the DES

algorithm: TS
64 bit initia | key
-» "i_cf-"li?j-‘l‘::psma#afioﬁni
56 bits
w28 bits 28 bits 3
Left part Right pait
. B e e
W 28 bits 28 bits &
Leftpart Right part
56 bits
CP-2 permutation
& 48 bits
48 bit final key

105



Firstly, the key's parity bits are eliminat
length of 56 bits.

The first step is a permutation denoted PC-

table is presented below:-

ed so as to obtain a key with a useful

1 (permutation choice-1) whose

57149 (4133|2517 9

58

50

26 (18

10| 2 |59|51 (4335 27
PC-1

11

3

44 | 36

63 |55|47(39(31]23 15

62

30 (22

14 6 |61|53|45|37 29

13

12| 4

h made of 28 bits:- 2
€acn made o IS /8\\/_\
74 e 66-%5= | 57149 |41|33[25[17] o ) a
/7 /ven |Liscof[1 | 58504234 [ 26 18| |
VA sl L 102 |59 51433527 I)
e S 19 11| 3 |60 |52 [ 44 [ 36
Bo#¥=6Y— i & E —— i 1 a
pmra _]
63 | 55|47 (39312315 . 1
(24 ) 7 |Ri/Do|| 7 | 62 54|46 38]30] 22 . 37
. 14| 6 | 6153|4537 (29 —
[ QLo %y , = =i
21113 |5 | 2820 | 12| 4 (e
&1 T

These two blocks are then rotated to the left; such that the bits in second

position take the first position, those in third position take the second, etc.

pe -
The result of this first permutation is denoted Lo and Ro.

the bits in first position move to last position.






